PC Tools HIT Scan

This document outlines the step-by-step process for running the PC Tools “HIT Scan” program.
This software has been tested on the following operating systems.

Windows XP
Windows Vista
Windows 7

Step 1: Running "HIT Scan"

This step explains how to run the “HIT Scan” program.

Step 2: The “Alternate Operating System” data gathering phase of the “HIT Scan” tool

This step shows the “Alternate Operating System” data gathering phase of the “HIT Scan” tool.
Step 3: Locate and send the “HIT Scan” report logs to PC Tools

This step explains how to locate the “HIT Scan” logs.

Step 4: Removal of infections (if detected by “HIT Scan”)

This step explains how to use the “HIT Scan” to remove any infections that it detects on your computer.



Step 1: Running "HIT Scan"
1. Download "HIT Scan" from the following link and save it to your Desktop (to make it easy to find):

http://downloads.support.pctools.com/HITScan.exe

2. We suggest you disconnect your computer from the Internet (i.e. un-plug the Ethernet cable /
disconnect from Wireless) to limit any outside interference while “HIT Scan” is running, but this is
optional and not mandatory.

3. Double-click on the “HITScan.exe” file to start the “HIT Scan” program

4. Select “OK” to allow the installation to proceed

PC Tools HIT Scan™

HIT [Hidden Intruzive Threat] Scan iz a powerful solution that exposes threats missed by conventional antivirie software. The program scans your cormpter in
Windows before immediately rebooting inko an alternate operating spstem.

Pleaze save any documents and shut down ather programs befare clicking OK to continue.

Cancel ‘

5. Select the hard drives you want to scan from within the “PC Tools HIT Scan” window (e.g. “C:\”)
6. Ensure the “Reboot system to run AOS scan when finished” option is selected

7. Select “Start Scan”

PC Tools HIT Scan =

Thiz is the data gathering component of HIT Szan that ming under "Windows. [k
zans all hard drives, and takes a while, but vou will get better results if you do not
uze the PC while thiz zcan iz running.

[ | 4 will be scanned

Iv* Beboot system to run ADS scan when finished

| Start Scan

8. At this stage, the “HIT Scan” program will scan the hard drives you selected and collect information
from each file. At the completion of the scan, the “HIT Scan” program will automatically reboot your
computer to load the second stage of the “HIT Scan” data gather process (which occurs within the
“Alternate Operating System” environment).

Please do not attempt to manually initiate “PC Tools HIT Scan” during the computer’s boot process.
Please simply allow the “HIT Scan” program to run un-interrupted and it should boot to the “Alternate
Operating System” automatically.


http://downloads.support.pctools.com/HITScan.exe

Step 2: The “Alternate Operating System” data gathering phase of the “HIT Scan” tool

9. Once the "Alternate Operating System" interface has fully loaded you will see the “Alternate
Operating System” data gathering phase start running automatically.

@@ Alternate Operating System Suite

This is the part of HIT Scan that runs under the alternate operating system.
It scans all the hard drives that were scanned under Windows, and takes a while,
but the PC cannot be used for other things while it is running.

processed 6.105GE of 9.194GE from C:\

Nothing to remediate so far

Stop Scan Next =

10. Atthe completion of the “Alternate Operating System” data gathering phase, click “Finish”

:41‘

Alternate Operating System Suite

HIT Scan found nothing to remediate.

Click Finish to reboot to Windows again.

Completed processing of C3\

Stop Scan Finish




Step 3: Locate and send the “HIT Scan” report logs to PC Tools

11. Once the computer has booted back in to Windows, the “HIT Scan” program should automatically
uninstall itself. Select “OK” from the “PC Tools HIT Scan” window that appears.

PC Tools HIT Scan

,j-‘) HIT Scan clean up successful.
All reports and logs have been placed in a folder called PC Toolz HIT Scan reports 20011-05-31 10-40,

12. Reconnect your computer to the Internet (i.e. plug in the Ethernet cable / reconnect to Wireless) if
you previously disconnected it.

13. Select “Open Folder” from the following window that appears.

PC Tools HIT Scan

HIT Scan clean up successul,

Al reports and logs have been placed in a document Folder called PiC
Tools HIT Scan reports 2011-05-31 16-40.

Ok | Cpen Folder

Attach all of the files and folders in the window that appears to your reply to the e-mail from PC Tools.
You may need to zip / compress the folders (e.g. the “C” folder) to allow it to be attached to the e-mail.

** This example (Screenshot) is from Windows XP.

& PC Tools HIT Scan reports 2001-05-31 16-15

File  Edit Wiew Faworites Tools  Help

@Back - \‘_#,l Lﬁ /.__\J Search 0 Falders v

Address |3 C\Documents and Settingsh John Yy Documents\PC Tools HIT ScartPC Tools HIT Scan reports 2011-05-31 16-15

Mame & Size  Twpe Date Maodified
File and Folder Tasks S C File Folder 53172011 447 PM
.___.3 Make a new Folder Ej] HITScan.log 1KE Text Document 513102011 3:34 PM
_ _ @ HITScanC.log 1 KB Text Document 5153112011 415 PM
) FuElish this foider to the (2] HITScanInstal.log BKB Text Document 5/31/2011 4:15 PM

& Share this Folder




Step 4: Removal of infections (if detected by "HIT Scan")

If “HIT Scan” detects any suspicious items on your computer, it will show them in the “Alternate
Operating Suite” scan results screen. When this occurs, simply follow the steps shown below to remove
the suspicious items

3° Alternate Operating System Suite

This program has discovered problem/s that should be fixed.
Each problem to be fixed requires a clean copy.

Look at the problems listed below, and put a check mark against
the ones where a fix should be attempted.

There is a risk associated with attempting a

fix, but there may be a greater risk if not doing so.

Boot sector for C:
atapi.sys

Remediate Cancel

1. Select “Remediate”

The “HIT Scan” tool will then attempt to remediate (neutralise) the suspicious files in the system and
provide you with a results screen showing the outcome of this process.

2. Select “Finish”

If the “HIT Scan” did detect any suspicious items and you did chose to remediate them, please let us
know via reply e-mail if this resolved the issues you were having. Please also include the “PC Tools HIT
Scan reports” files and folders requested in “Step 13” regardless of the outcome.



*NOTE: If the “HIT Scan” tool detects a suspicious file or files, but does not have a clean (non-infected)
copy of the file to use to remediate it, it will show this information in the scan results screen (see
screenshot below).

This just means that the “HIT Scan” tool has identified suspicious files in the system and in order to fully
neutralize them, it needs to collect clean (non-infected) copies of those files from within the Windows
Operating System. To complete the remediation process, simply follow the steps shown below...

5 Alternate Operating System Suite

This program has discovered problem/s that should be fixed.
Each problem to be fixed requires a clean copy.

Look at the problems listed below, and put a check mark against
the ones where a fix should be attempted.

There is a risk associated with attempting a

fix, but there may be a greater risk if not doing so.

Boot sector for C:
|filterpipelineprintproc.dll (no clean copy)
atapi.sys

Remediate Cancel

1. Select the “Remediate” tab

2. Select “OK”. This will automatically reboot the computer back to Windows to allow “HIT Scan”
to collect clean copies of the files it detected. The “clean” files will be collected automatically
when the computer boots back to Windows.

3. Select “OK” from the following window when it appears to reboot the computer back to the
"Alternate Operating System" and allow “HIT Scan” to complete the remediation process.

Copied Clean Files

-
\lj) The extra clean files have been collected. Click OF. to reboot into the Alternate Dperating System to remediate.

4. Once the "Alternate Operating System" re-scan has completed, select the “Remediate” tab

5. Select “Finish” to reboot back to Windows



